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Oriented Basic Research

“Oriented basic research is research carried out with 
the expectation that it will produce a broad base of 
knowledge likely to form the background to the 
solution of recognised or expected current or future 
problems or possibilities.” 

OECD Frascati Manual, Fifth edition, 1993, para. 227, page 50.
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Deterministic Ethernet: Origins

Kopetz, Hermann, and Günter Grünsteidl. "TTP-a protocol for fault-
tolerant real-time systems." Computer 27, no. 1 (1994): 14-23.

Kopetz, Hermann, and Günther Bauer. "The time-triggered 
architecture." Proceedings of the IEEE 91, no. 1 (2003): 112-126.

Recipient of the J.-C. Laprie Award 
for dependable systems
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The Time-Triggered Paradigm

• Nodes (processes, switches, end systems, etc.) 
synchronize local timers to each other.

• Events are off-line scheduled with respect to the 
synchronized time to avoid resource conflicts.

• For example, 
• time-triggered communication may cause a node A to send a 

message M1 to a node B at time t1. 

• Likewise, the schedule may instruct another node C to send a 
message M2 to node B at another point in time t2.

• Thus, the transmissions of M1 and M2 are separated in time. 
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Synchronous Communication

X

Exactly one order of messages M i
(in contrast to PERM(M i) in async. comm)

Example: Time-Triggered Paradigm 
for Communication
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Broad Base of Knowledge

• Fault-Tolerant Clock Synchronization
• Kopetz, Hermann, and Wilhelm Ochsenreiter. "Clock synchronization in distributed real-time systems." 

Computers, IEEE Transactions on 100, no. 8 (1987): 933-940.

• Communication Scheduling
• how to find points in time t1, t2, etc.; how to execute a schedule

• Membership Service
• identify which systems are synchronized and which are not

• Local and Central Guardian
• fault-masking mechanisms, e.g., to mask the “babbling idiot” failure

• Architecture Design
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Background of Solutions

• TTP

• FlexRay
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Mixed-criticality platforms evolve

• Cross-industry growth in embedded systems applications 
• e.g., top-of-the-line cars comprise already beyond 100 ECUs

• Growth of silicon capabilities
• especially many-core, multi-core

�Integrated architectures that allow 
hosting applications with mixed 
criticality become cost-efficient.

�Mixed-criticality on a node level is supported by mixed-criticality 
on a network level.
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Mixed-criticality network support

Σ

Real-Time design goals: - minimize interferences on t he network

- allow real-time and non real-time traffic
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A network for mixed-criticality 
systems: Time-Triggered Ethernet

Kopetz, Hermann, Astrit Ademaj, Petr Grillinger, 
and Klaus Steinhammer. "The time-triggered
ethernet (TTE) design." In Object-Oriented Real-
Time Distributed Computing, 2005. ISORC 2005. 
Eighth IEEE International Symposium on, pp. 22-
33. IEEE, 2005.

„This paper presents the 
rationale for and an outline of 
the design of a time-triggered 
(TT) Ethernet that unifies real-
time and non-real-time traffic 
into a single coherent 
communication architecture.“
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Some specifics of the early 
TTEthernet prototypes

• Compatible with standard Ethernet IEEE 802.3 
(100Mbit/sec)

• Supports mixed-criticality on a node-level by providing 
mixed-criticality on the network-level

• Distinguishes two traffic classes, time-triggered and best-effort (i.e., 
standard Ethernet)

• Critical applications may use time-triggered communication

• Less critical applications may use best-effort communication

• Design Detail: switches were designed to be simple. 

Thus,  when in progress of transmitting a best-effort frame, they 
would preempt the frame transmission for time-triggered frames.
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Ethernet – a success story on its 
own

Industrial Ethernet variants, e.g., ProfiNet, EtherCAT, 
Ethernet Powerlink, etc. 

ARINC 664-p7, Avionics-Switched Full-Duplex 
Ethernet (AFDX®)

http://www.cnet.com/news/ethernet-celebrates-40-years/ May, 2013

http://www.afdx.com/pdf/ATM_AFDXTest_June05.pdf

http://www.afdx.com/pdf/ATM_AFDXTest_June05.pdf
http://www.cnet.com/news/ethernet-celebrates-40-years/


Transformation of the 
Technology into a Product
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Initial Target Market: Avionics

• In general TTEthernet has been designed as 
communication platform for any system with mixed-
criticality applications.

• Avionics has been the first target market. 

• We used the avionics specific Ethernet variant (AFDX) 
as baseline protocol for TTEthernet, but at 1Gbit/sec

• Co-development of TU Vienna, TTTech, and 
Honeywell.
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Integrating AFDX with 
TTEthernet Technology

TT TTTT TT TTTT TT

3ms cycle

2ms cycle

3ms cycle 3ms cycle

2ms cycle 2ms cycle 2ms cycle

6ms Cluster Cycle

RC BE BE BE RC BE t

Sender

1 Switch/Router
Receiver

Sender

2

TT TT TT

3ms cycle 3ms cycle 3ms cycle

BE BE BE t

TT TT TT

2ms cycle 2ms cycle
2ms cycle

BE BE RC BE

t

Dataflow – Integration
- Time-Triggered      (TT)  
- Rate-Constrained  (RC)
- Standard Ethernet (BE)

TTEthernet Switches are non-preemptive 
store-and-forward switches using priorities
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Enhanced Protocols for Fault-
Tolerant Clock Synchronization 

• Target synchronization guarantee in the range of 
single digit microseconds (in distinguished settings 
even below one microsecond)

• Tolerates multiple concurrent failures

• Recovers from system-wide disturbances

• Design Detail: protocols take benefit of distributed 
algorithms as well as the high-integrity design of 
selected components.
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No Frame Preemption

• Other than in the initial prototypes of TTEthernet, the 
product does not support preemption (at the time)

• Switches become much more sophisticated, because the 
support AFDX. Thus, they can also store a schedule.

• Move from 100Mbit/sec (prototype) to 1Gbit/sec (product) 
marginalized the latency benefit of preemption (in the initial 
target market)

• Truncation of valid Ethernet frames complicates diagnosis

• Truncation may “accidently” generate a valid frame
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Example use case: 
Orion Crew Module



48 Network end points  | 3 planes of connectivity for every device

Time Triggered Gigabit Ethernet
The Backbone of Orion’s State of the Art, High Reliability Avionics System



Clint Baggerman, NASA – Johnson Space Center, TTA Group Open Forum, Nov. 4th 2010



Clint Baggerman, NASA – Johnson Space Center, TTA Group Open Forum, Nov. 4th 2010



Technology Portfolio
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Cross-industry applicability

• Space programs

• Avionics programs

• Renewable energy

• Automotive

• Railway

• Industrial automation

• Process control
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Product Variants

• Different number of ports 

• Different speeds

• Different form factors

• Different safety standards

• Stand-alone switches vs. integrated switch/node

• Different functionality (Standards!!)
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IT-OT Convergence

• Information Technology and Operations Technology 
converge

• Motor that drives smart* developments

• For us “OT networking people” this means: like 
Ethernet, more and more IT standards enter the OT 
domain.
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Standardization

• The initial use cases for SAE AS6802 have 
been in the aerospace and space domain. 
SAE Aerospace has been a good fit as a 
standardization body, therefore.

• IEEE 802.1 and 802.3 is the natural home of 
Ethernet. In parallel to TTEthernet, there 
have been some interesting technology 
developments.

27

http://standards.sae.org/as6802

http://standards.sae.org/as6802
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IEEE 802.1 standards

• With AVB (Audio/Video Bridging), IEEE 802.1 
moved into the area of real-time communication

• With TSN (Time-Sensitive Networking), IEEE 802.1 
moves into the area of hard real-time and reliable 
communication, e.g., 

• 802.1Qbv – Enhancements for Scheduled Traffic: a basic 
form of time-triggered communication

• 802.1Qbu – Frame Preemption: a mechanism that allows to 
preempt a frame in transmit to intersperse another frame. 



Example: 802.1Qbv
Time-Aware Shaper

Page 29

From the most recent draft standard IEEE 802.1Qbv-D.2.0
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IEEE 802.1 standards

• TTTech engages in the IEEE standardization 
process since Jan/2012

• Deterministic Ethernet solutions are and will support 
the evolving TSN standard in its chip IP offering. 

• A clear focus will be put on features that are requested by and 
used in the market.



Current & Future Pursuits



Electronic Robustness for a More 
Electric and Connected World

$1.9
Trillion

Economic impact of 
near autonomous 
cars by 2025

Autonomous & Near
Autonomous Operations

Real-Time Internet of Things

25+
Billion
Embedded and intelligent 
systems by 2020

Safety & Reliability

Embedded device 
will be safety 
relevant by 2020

Every 2nd
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Research
Agenda

• Deterministic Wireless Communication (Pablo Gutierrez Peon)

• Apply the time-triggered paradigm to wireless communication media, e.g., 
IEEE 802.11 (WiFi)

• Configuration and Management (Francisco Pozo, Marina Gutierrez)

• Scheduling and performance analysis of extremely large networks 
(e.g., smart cities)

• Increase flexibility and reconfiguration capabilities of time-triggered systems

• Security (Elena Lisova)

• Development of a generic threat model for wired/wireless time-triggered 
systems and integration of security mechanisms (e.g., IPsec).

• Deterministic Computer Vision (Ayhan Mehmed)

• Improve determinism and safety of computer vision systems via offline safety 
measuring/assessment and online safety monitoring

REA grant agreement no.607727



www.tttech.com

Deterministic Ethernet 
Development Summary

Time-Triggered Paradigm

TTP

Mixed-Criticality Paradigm 

Safe IT-OT Convergence

TTEthernet

Deterministic Ethernet

Research

Products

Prototypes
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Conclusions

• Research in time-triggered communication and time-
triggered architectures has produced a broad base 
of knowledge.

• Solutions that build on this knowledge are 
successfully deployed today.

• Steady and continuous research is essential to 
provide a strong theoretical foundation for new 
product generations. 
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https://www.de-forum.com/

http://www.mixedcriticalityforum.org

Thank you! 
Questions?

http://www.mixedcriticalityforum.org
https://www.de-forum.com/
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Common Architectures


