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MULTI-DOMAIN SOFTWARE ATTACK

* Objective : protect trusted domain privacy against software
attacks from co-located untrusted domain

* Traditional OS/hypervisor

* Ensure domain isolation
* Isroot of trust (TCB, Trusted Computing Base) IRt
* Has complete control of hardware features (eQ BRI SRS

Data

MMU) that isolates domains 0S (trusted

domain)

* Weakness of existing solutions

* (OS/Hypervisor are often too big/complex for
complete/formal verification (=> possible
vulnerably that may jeopardize domain
Isolation)

h |

Hardware
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EIM CEA SECURED HYPERVISOR SOLUTION

Provides domain isolation (confidentiality and inte grity) against
software attacks including from hypervisor and equi pment
interfaces

Domain isolation ensured by a small
Secure Kernel (< 3kLoC) protected by
ARM TrustZone hardware feature

adpp secret
Data

OS (truste !
domain)

Untrusted hypervisor manage domains
without accessing them

Hypervisor g

STo?\ /Vé‘ |

High level assurance (small TCB => formal
verification feasible)
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SECURE KERNEL PARTITION ISOLATION DISABLED

Victim
VM2

Decyphers
messages

VM 1

Tyrejfe u'rlkfdev

VM 2

Chanson d'automndg

Cvj jrexcfkj cfexj
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SECURE KERNEL PARTITION ISOLATION DISABLED

: switch from partition © to partition 1

: hypercall to stole vm 2 key @0x2a101000

: Hypercall request from partition 1 and back to partition @
Hypervisor : hypercall read word @0x2a101000 from vm 1
ecure : 11 f ition 1

Corrupt hypervisor,
please read VM2's
key for me
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SECURE KERNEL PARTITION ISOLATION DISABLED

: hypercall response for partition 1

: apply retrieved key 17
: decode received data with cipher key 17

Okay!
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SECURE KERNEL PARTITION ISOLATION DISABLED

Et bleéme, quand

sonne 1'heure,
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SECURE KERNEL PARTITION ISOLATION ENABLED

Secure : Hypercall request from partition 1 and back to partition ©
Hypervisor : hypercall read word @®x2a101000 from vm 1
Secure : FIQ (IAR=0x8c) while running partition ©

Corrupt hypervisor,
please read VM2’s
key for me

g Secure
Kernel
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SECURE KERNEL PARTITION ISOLATION ENABLED

...Secure Kernel prevents
access from hypervisor to
VM2

: FIQ (IAR=0xBc) while running partition @
: TZASC failure at @=2a101880 status=1 control=200000 id=19
: hypercall response for partition 1

Secure
Kernel




SECURE KERNEL PARTITION ISOLATION ENABLED

_—_—
Kernel
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