
Certification of Safety and Security in 
Cyber-Physical Systems @ Run-time System A 

System B System C 

Runtime Check between 
guarantees and demands 

Standardized service types and 
safety properties 

ConSert Guarantee  
Variants 

Demands Demands 

Guarantees 

Demands 

Guarantees 

Guarantees 

Demands 
Conditions specified in 

boolean logic 

System-Level Engineering 

Domain-Level  
Engineering 

No. Interface 
Function 

Guideword Deviation from 
correct function 
(effect that is 
associated with 
guideword) 

Possible Causes Possible 
consequences in 
the TIA baling 
scenario 

1 Auxiliary 
Valves – 
Valve state  

Omission No hydraulic 
flow even 
though it would 
be required 

Communication failure. 
Sensor failure. 
ECU (/SW) failure 
(tractor or implement). 

Rear gate (of the 
round baler) 
does not open 
(or close) even 
though it must. 

2 Commission Hydraulic flow 
commissioned 
even though it 
is not wanted 

Sensor failure. 
ECU (/SW) failure 
(tractor or implement). 
VT failure. 
“Third party” device 
issuing unwarranted 
request. 

Rear gate does 
open (or close) 
even though it 
must not. 

 

 
• Enhance CFTs by adding basic events 

representing security concerns 
• Qualitative & quantitative analyses 
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• Safety critical open adaptive system cooperate 

to provide functionalities not achievable by a  
single system 

• However, the overall constituents and  
configuration of a (super-)system cannot be  
assessed a-priori at development time 

• Solution: shift parts of the safety certification  
activities into runtime, and perform automated  
safety checks for dynamic systems integration  
and adaptation 

• ConSerts: modular conditional certificates that  
are issued at development time for each system 

• Investigating support for security assurance  
between safety critical open systems 
 
 

• IEC TC65 AHG1 – Framework toward coordinating safety and security 
• IEC SC65A MT IEC 61508-3 – Preparing IEC 61508 Ed. 3.0, Task Group  
• ISO TC22 SC32 WG08 – Cybersecurity & Safety Task Group  

Safety & Security Co-Analysis with CFTs 

WEFACT: Safety & Security Assurance @ Design Time 
• Traceability from claims to requirements  

to evidence 
• Integration / interaction of D-Case Editor  

with WEFACT 
• Building a Dependability Assurance Case 

WP6: System Qualification 
and Certification 

Contributing Partners: 

Active Contribution to Standardization: 
Cybersecurity & Safety Co-ordination 
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